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Microsoft 2011 Secure Boot Certificate Expiration

Microsoft Secure Boot 2011 certificates expire starting June 2026. The certificate is mandatory
requirement when using the secure boot feature of Windows 10 and 11.

What is Secure Boot and why is an update required

Secure Boot helps to prevent malware from running early in the startup sequence of a Windows
device. Coupled with the Unified Extensible Firmware Interface (UEFI) firmware signing process,
Secure Boot uses cryptographic keys, known as certificate authorities (CAs), to validate that
firmware modules come from a trusted source.

After 15 years, the Secure Boot certificates that are part of Windows systems will start expiring
in June 2026. Windows devices will need new certificates to maintain continuity and protection.

Affected: Physical and virtual machines (VMs) on supported versions of Windows 10, Windows 11,
Windows Server 2025, Windows Server 2022, Windows Server 2019, Windows Server 2016,
Windows Server 2012, Windows Server 2012 R2—the systems released since 2012, including the
long-term servicing channel (LTSC).

More information from Microsoft can be found in the Microsoft KB article, including certificate
specifics: Windows Secure Boot certificate expiration and CA updates.

What happens if the update is not performed
Systems that run the secure boot feature with outdated certificates will continue to boot, but
may experience:

e Inability to receive Secure Boot related updates.
e Possible boot failures if the Secure Boot feature is disabled or BIOS default are reset.
e Vulnerabilities to bootkit malware.

Resolution

Roda and Mildef offer firmware updates for products listed below. Please contact the Roda
Service Center to obtain the updates. For devices listed under items 9-13, you can contact
Mildef directly.

e BIOS updates include the 2023 Secure Boot certificates
e Microsoft pushes updates to the active Secure Boot database using Windows Update

Products affected by this announcement

Pos. Product Operating system
1 DHS8 Windows 10, Windows 11
2 DK13 Windows 10 (Windows 11 not supported on product)
3 DR13 Windows 10 (Windows 11 not supported on product)
4 DS13 Windows 10 (Windows 11 not supported on product)
5 DT13 Windows 10 (Windows 11 not supported on product)
6 RS13 Windows 10 (Windows 11 not supported on product)
7 RB14 Windows 10, Windows 11
8 RW14 Windows 10, Windows 11
9 19”/2 CS2200 Series | Windows 10, Windows 11
10 MSP156 Windows 10, Windows 11
1" MSP173 Windows 10, Windows 11
12 MSP175 Windows 10, Windows 11
13 MSP181 Windows 10, Windows 11
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https://learn.microsoft.com/de-de/windows-hardware/drivers/dashboard/file-signing-reqs
https://support.microsoft.com/de-de/topic/ablauf-des-windows-secure-boot-zertifikats-und-updates-der-zertifizierungsstelle-7ff40d33-95dc-4c3c-8725-a9b95457578e
mailto:support@roda-computer.com
mailto:support@roda-computer.com

